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the system  (e.g. Java, Adobe, etc.) 
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Overview of Data Flow 
Diagram and Processes: 
     
More than one data flow charts or 
diagrams may be used to properly 
describe the flow of information where 
necessary.  
 

 

Vendor/Trusted Partner, please place data flow diagram in this section: 
(Please delete this example and put in your own data flow diagram). 
 

  
 
 
 
 

Data Classification & 
Confidentiality Confirmation: 
(Verify from cover sheet)  
Data Sharing?  
Research Data?  
Pre-approved data in/out? 
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remain inside UH systems)  
or 

Unrestricted Level III 
(de-identified or 
public) 

 

Interfaces, Interconnections 
and Dependencies: 
Connections to any existing HSC systems? 
(Cerner, Active Directory accounts)  
 

 

 
 
 

Access Requirements and 
Restrictions: 
 (Append information to data flow) 

 
Does the system require External access 
through VPN? 
 
 
 

 
 
 
 

Account creation, 
modification, deletion, and 
review: Please provide details of 



EXHIBIT G 

 

INFORMATION SYSTEM SECURITY PLAN 

 
 

HSC IT Project Security Requirements 
 

 

Document Version: 10.1    Document Classification: HSC Restricted 
Date Created:  12/9/2015    Page 7 



EXHIBIT G 

 

INFORMATION SYSTEM SECURITY PLAN 

 
 

HSC IT Project Security Requirements 
 

 

Document Version: 10.1    Document Classification: HSC Restricted 
Date Created:  12/9/2015    Page 8 
Document Owners:  UH IT Security, HSLIC IT Security   

 

How do you ensure Data 
Integrity: 
How do you ensure the confidentiality, 
integrity and availability of information 
collected and utilized by this system? 

 

 
 
 
 
 

Data Encryption: Can the system 
be encrypted with Mcafee 
Encryption software? 
Note: To ensure HIPAA compliance, 
endpoint devices, confidential data in 
motion and at rest must be encrypted 
must be encrypted to a recommended 
standard (AES 256, TLS1.1) . 
See NIST Standards 
 
 

 

 
 
 
 
 

Security Logging and 
Monitoring: What type of Logs 

does the system cr
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System Backups: Who 

performs system Backups? What 
type of backup software/hardware 
is utilized? 

 
 
 
 
 
 

Antiviral and Malware 
Protection: Is Mcafee  AV 

compatible with your systems, if 
not, what products do you 
support? 
  

 
 
 
 

OS and Vendor Applications 
Patching: 
What is you patching 
policy/procedure?  
 
Please specify Department or IT 
unit responsible for patching? 
 
  

 
 
 
 
 
 

Third-party Applications & 
Patching:  
What about other software patches 
(Adobe, browser plugins, etc.)? 
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Security Training: Which 

organization provides Security training 
for this product? 
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Risk Score Matrix Impact 

Low Medium High 

Likelihood Low 1 2 3 

Medium 2 4 6 

High 3 6 9 

Very 
high 

4 8 12 

 

Note 1: When calculating risk use the above numbers for assigning risk totals: Green 1-3 risk is Low, Yellow 4 risk is Medium 

and Red 6-12 risk is High. 

Note 2: When the ePHI data fields are limited to only MRN, the risk is limited risk". The impact medium (2) and the 

likelihood would have to be low or medium (1) or (2). Risk (2) × (2) = (4) Medium. 
Definition: Risk is the combination of Probability-likelihood of and its consequences-impact (Impact is calculated 
first using Table 2. Then the probability-likelihood is calculated from Table 4.  
Impact(_) * Likelihood (_) = Risk for each threat or vulnerability found the above plan. 
 
 
Risk Summary:  
 
 
 
Security Analyst Name: 
Security Analyst Summary: 

Security Review Date:   
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Security Manager Name: 
Security Manager Summary: 

Security Review Date:   
 
 
 

The following approvals must be recorded: 
 

Director Network and Infrastructure approval  Y/N comments:      ,  
Director PC Systems approval  Y/N comments:      ,  
Administrator IT approval  Y/N comments:     


