or

Information Technology Security Plan

This template is to be used as a guide in developing individual security plans for new and changing medical devices,
applications and/or infrastructure systems.

This document is intended to document controls for reasonably anticipated threats and vulnerabilities. The
evaluation of responses will be made throughout the process. UHIT Management will make a final review and risk

decision.

Note: Approval of a security plan does not provide any assurances that UHIT Systems, DBA, interface or
other IT groups can immediately start your project.

Purchases, Contracts and Implementation of new IT assets will not move forward without the completion of an
IT Security Plan.

Submission of a Security Plan does not necessarily guarantee acceptance of the product. Approval by UH IT
management is still required.

Important: Please start this effort by creating a Visio or other graphical workflow of the system. Include all
points where information is created or accessed, mapping through appropriate network areas. Include the
server/database/application and then diagram return paths if applicable. Finally, map the backup and
recovery processes and include your diagram(s) either in the field specified in the plan or as an appendix item
at the end of the plan. Please do not send diagrams as additional attachments.

The Security Plan will be completed before the system is migrated to production and/or before new systems or upgrades
can be purchased. This template will also be used to document current systems, where such documentation does not
already exist.

Note: For confidential or Restricted Data outsourcing UNMH requires all available third party security
certifications/attestations (preferably based on standards such as: (ISO 27002, NIST 800-53, SSAE-16 SOC 2, OWASP,

or eq
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Please place Device or System Name here:

Department Originator and Trusted Partner/Vendor Section.

Vendor Name and System
Name:

System or device name:
Version of your system (e.g. V 3.7):

Vendor-Trusted Partner name:

Request type:

New System, Application, etc.

If medical device, please check this box!

Upgrade to existing system, application or device
RFP

Other, please specify:

Contact Information:

Department Initiator-Department Lead Contact Information:
Name:

E-mail:

Best phone number for contact:

Vendor/Trusted Partner Contact Information:
Name:

E-mail:

Best phone number for contact:

Business Process Owner:

Who is the business process owner for this system (usually the Director of the Dept. requesting it)?

Location/Business Area:

Notes:

Plan Version: Version 7.0

Where will this system be used?
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Completed System Security Plans are UNM HOSPITALS Restricted (Internal Use Only). Handle accordingly and limit distribution

per UNM Hospitals’ Information Classification
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Administrator IT approval Y/N comments:
Manager IT Security approval Y/N comments:
Director Systems Development/Admin approval Y/N comments
Director Clinical Systems approval Y/N comments:
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